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Abstract: Mobile banking is an example of the recent boom of the mobile technology. Even though the 

penetration of other self-service technologies of banking channels (ATM, Telebanking and Internet banking), 

mobile banking has more significant effects on such markets. However, there are still some concerns to use the 

mobile banking apps because of some risks that might cause financial loss. Therefore, this paper will focus on the 

issues related to security risks and its effect upon the usage of mobile banking apps. This paper explore the effect 

of security risk on the adoption of mobile banking apps by Jordanian customers. Questionnaire has been 

distributed, the findings of an online survey with 416 respondents describe Jordanians’ adoption of mobile 

banking apps. This online survey was shared over email and other social media channels. Results indicate that 

the factor of security risk significantly influencing the adoption of mobile banking.  
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1. Introduction 

    Mobile banking solutions first introduced to the Finnish customers in 1992. Banks provide their customers of 

alternatives to perform banking transactions and phones. Since that time, a new global trend of using mobile 

banking services have been created to use banking services through mobile devices [1] [29]. Banks in different 

countries are offering M-Banking technology to their customers, but despite the widespread adoption of mobile 

devices, such as smartphones and tablets, the adoption rate of mobile Banking is still low [12]. Electronic 

banking services launched in Jordan by 2002, since when Jordanian banks have been active in establishing 

internet Banking, and mobile banking services. 

    A limited number of previous academic studies have examined the role of the perceived security risk on the 

mobile banking in Jordan [13]. So, this paper explore the effect of security risk on the adoption of mobile 

banking apps by Jordanian customers. New technological solutions have changed how customers interact with 

their shopping, payments and banking.  For example, customers have several alternatives when paying for their 

purchase such as paying by traditional (contact/contactless) credit card, online payment, or mobile devices, all of 

which are a result of the rapid development in innovations of banking and payment methods [2]. Recently, 

smartphones have become a key technological device and many activities have been penetrated in many 

countries by the use of smartphones and their applications [3] [29].  

   Such electronic banking solutions offer an effective delivery channels for traditional banking products, mobile 

banking is likely to have significant effects on markets [4]. This technology allows people to perform bank 

transactions anytime and anywhere [5]. In particular, the rapid growth in the use of smart phones has increased 

the need for mobile banking services, and requires service providers to include this innovative service with new 

sets of products, services and applications designed to expand their clients’ access, improve customer loyalty, 

enhance operational efficiency, increase market share, and provide new jobs [6]. 
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    However, the lack of mobility in the use of internet banking became a main concern for users as they were 

only able to use local area networks (LAN) or WI-FI connections to access internet banking, in addition to 

which they needed to be on a personal computer (PC) such as a desktop or laptop to conduct their transactions. 

As a result, the banks found there was a need to enhance customer satisfaction by providing flexible services to 

customers whenever and wherever they wanted them [7]. Mobile banking attempted to solve these issues by 

enabling customers to be on the move and utilize their devices to perform the financial activities they need 

without the previous limitations associated with traditional banking or internet banking [8]. Mobile banking 

allows bank customers to perform banking services via their portable devices or smart phones, such as: inquiries 

only services such as (finding ATM locations and account management), or other financial transactions such as 

(paying bills, transferring money) as shown in table 1 [9]. 

 
Table 1:  Mobile Banking Services. 

 

financial services Inquiries only services 

Bill payments Balance enquiry 

Peer-to-peer payments Mini-bank statement 

 

Fund transfers PIN change 

Remittance Check book request 

 

Shopping and donations Due alerts for payments 

 

Mobile balance top-up Locate ATMs 
                                                    Source: Shaikh and Karjaluoto (2015) 

 

    As mentioned before, a limited number of previous academic studies has examined the effect of security risk 

on the adoption of mobile banking apps from the customers’ perspective in Jordan.  An investigation of this kind 

seeks to fill the research gap that was identified through the limited amount of research available on the topic 

when talking about mobile-context technology acceptance factors from the perspective of customers. The 

primary objective of this paper is to explore and understand the relation between the security risk and usage of 

mobile banking apps. 

2. Literature Review 

     Banking sector in worldwide exerts huge efforts to provide their customers with a satisfied level of mobile 

banking services, but despite the widespread adoption of mobile devices, such as smartphones and tablets, the 

adoption rate of M-Banking is still low [10] [11] [12] [29].  There is many reason or barriers that affect the 

adoption of mobile banking and one of the most known factors that affect the usage of mobile banking is the 

Security risk. Security risk is mainly the risk that user's account information can be compromised and used in a 

manner which can cause some tangible or intangible damage/loss to the account holder.  

      Security risks occur when customers are worried that other can see their personal financial information 

without their consent and this concern creates security risk, which consecutively affect the adoption of mobile 

banking apps [13]. It has become a real challenge for banks to provide information security [13] [4] because 

users like to control all aspects of gathering information while using online services [10]. This issue has gained 

the attention of many researchers who have studied such kind of behavior. According to consumers security 

risk is often associated with the possibility of losing money. Surveys show that the adoption of mobile 

banking services is greatly influenced by security risk. The gap between the actual and perceived security of 

a technology is what affects the behaviour of people [28] [29].  

    Technology adoption means the acceptance of new innovations, techniques and tools in executing specific 

tasks, thus, the acceptance is an indication of an individual's readiness to perform a given behavior. [14], so there 

are many theories and models of technology acceptance. There are several dominant models of technology 
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acceptance. UTAUT is a unified model that is formed from the integration of eight dominant models in the field: 

the theory of reasoned action [15], technology acceptance model [16], motivational model [17], the theory of 

planned behavior [14], the combined theory of planned behavior and technology acceptance model [18], model 

of personal computer use [19], diffusion of innovations theory [20], and social cognitive theory [21].  

    With regard to the literature review of banking services, the adoption of traditional banking services by 

customers is usually different than adoption of other online applications or software, as it is affected by the 

factor of transactional and security risk, which means the risk that the transaction executed by the bank customer 

does not take place as expected by the client [25]. It also represents the important concerns of customers; 

concerns that are usually related to the type of transaction performed and if it is transactional or non-

transactional and also related to the amount of money they are going to send via their m-banking applications. 

Based on the aforementioned discussion, this paper tries to explain the relation between the security risk and the 

usage of the mobile banking usage by Jordanian customers.  

3.  Methodology 

   This paper is an exploratory study to explore and understand the factor of the security risk and its effect on the 

adoption of mobile banking by Jordanian customers. The method used a self-reported and anonymous online 

questionnaire using the Bristol online survey, (https://www.onlinesurveys.ac.uk). The survey’s URL was 

distributed over the email and some Jordanian social media websites.  The questionnaire consisted of three 

sections, including: Demographics, Actual use of mobile Banking apps, and views about the security of mobile 

banking apps, which were assessed on a 5-point Likert scale. There were also the following open-ended 

questions providing participants with the opportunity to comment and add views on the same page of the online 

survey: 

- What are the main obstacles you find during the use of M-banking? 

-Do you think the use of M-banking depends on the nature of the task you intend to do (transactional/non-

transactional)?  

- Do you recommend or not using mobile banking to your friends? Why? 

- What would encourage you to use M-banking? 

The respondents’ comments assured the researcher that the language used was simple and clear; in addition, the 

questionnaire length was suitable and did not consume much of the respondents’ time. There are two main 

factors in this paper the usage of mobile banking (dependent variable) plus the Security risk (Independent 

variable). Bothe factors have been measure by set of questionnaire items explains below: 

 
Usage -How frequent do you use mobile 

banking app 

 

 

 

 

Security risk 

1- I think that M-banking app has sufficient security features. 

2- I would not feel secure by passing my sensitive information via the app of M-banking. 

3- I believe my  

bank information is well secured by the  

Provider of M-banking app. 

4- I think M-banking provider  checks all 

communications between the 

App and me for protection from hacking or eavesdropping. 

5- Only authorized users are able to access to secret information on M-banking app. 

6- M-banking app ascertains the identity of user every single login.  

7- The reports and news about M-banking fraud worry me about the security of M-banking.  
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This paper develop one hypothesis:  

H1: The usage of M-banking applications by Jordanians will be affected negatively by security risk. 

4. Findings 

    There were 416 respondents after two months of publish the survey link on social media and e-mail.  

Moreover, in order to make sure that all measurement items have an acceptable level of internal consistency 

reliability, an examination of Cronbach’s alpha values was carried out and distributed using SPSS 

[26].Cronbach’s alpha value exceeding 0.70, as shown in table II, and it is highly recommended by [27]., was 

considered to be the threshold level to approve the measures’ reliability This, in turn, demonstrated that the 

measures adopted were able to have an acceptable level of internal consistency and adequately satisfied the 

reliability criteria in purpose to design the main extended survey which will be shown in another article.  
 

Table II: Cronbach’s Alpha Results of the Pilot Study 
 

  N# of 

items 

Cronbach's 

alpha 

M-banking app Security risk (SR) 7 0.86 

The Overall questionnaire. 49 0.97 

Descriptive findings and analysis: 
Table III: Gender 

 
T1: Respondents Characteristics. N= 416. 

  Frequency Percentage 

Gender   

Male 203 48.8 

Female 213 51.2 

 

Table III: Age 

 
Age Frequency Percentage 

18-24 Years 74 17.8 

25-34 Years 150 36.1 

35-44 Years 120 28.8 

45-54 Years 57 13.7 

55-64 Years 15 3.6 

      Out of the 416 Jordanian e-Bank application users, a small majority (51.2%) were male users, and the rest 

(48.8%) were female.  The respondents were all adults and their age ranged between 18 and 64 years or older, 

but of them (17.8%) were aged  between (18-24 years) , another  ( 36.1%) were aged between (25-34 Years) , 

also  another ( 28.8%) of them were aged  between (35-44 Years) , also a few  of them  ( 13.7%) were  aged 

between (45-54 Years) and even fewer ( 3.6%) were aged between (55-66 or more Years). 

Table IV: Regression Analysis 

      95% Confidence 

Interval for B 

t-

value 

p Model 

R^2 

B Std. 

Err. 

 Standardized 

Beta 

Lower 

Bound 

Upper 

Bound 

(Constant)  .045  -.089 .089 .000 1.000 0.149 

Security 

risk 

.386 .045 .386 .297 .475 8.507 .000   
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    Moreover, we priori hypothesized that the usage will be negatively associated security risk. As such, we 

computed a standardized score (Z score) for both variables and tested them using simple linear regression 

technique. The model suggested that a significant  relationship between   mobile banking users perceived 

security risk and  their overall rate ( i.e., frequency ) using the mobile applications, f ( 1,415)=72.4, p< 0.001 

also the model suggested that the  standardized security score  accounted for  at least 38.9% of the variations in 

the rate of using the mobile banking  applications, the adjusted R-squared however was less, denoting that only 

(r squared= 14.9%) of the variations in using the  mobile banking  was explained by the  mobile banking users 

sense of security.  

    This denotes that greater mobile banking users perceptions of security with mobile banking was significantly, 

t-value = 8.51, p<0.001, associated with less rate of using the mobile banking applications, and vice versa. In 

simple words, as predicted  greater security risk was associated with greater reported use of the mobile banking 

applications among Jordanian mobile banking users and in the same like less sense of security of mobile banking 

networks was associated with less rate of using the mobile banking applications, as such. Other qualitative data 

help in deeper understanding of the factors that influence the adoption of mobile banking in Jordan, some of the 

new ideas and constructs are suggested by the respondents such as: Main obstacles fond during the use of M-

banking from the perspective of customers:  

     In addition to the common and main factors that mentioned before, the qualitative data provided to the 

researcher with some of suggested factors and ideas that influence the adoption of m-banking services in Jordan 

which will help in this research and the future research and need to be discussed and addressed in more details. 

The customers suggested that factors of: Trust, mobile network, Small screen size, Iinternet speed, Identity 

authentication, Security and accuracy, phone’s battery life and clear screen. 

5. Conclusion 

     In this paper, after distributing a brief survey to a number of mobile banking apps users through the social 

media and other electronic channels, which creates clearer understanding of the current status of the usage of  

mobile banking by Jordanians. I have discussed some issues and factors that related to mobile banking adoption 

in the Jordanian context, examine issues on the architecture as well as some security measures to deal with the 

related current challenges. I found that mobile banking services need to have a foundation to enhance the 

performance of the apps and the trust of customers, security and support future technologies. This ensures that 

mobile apps and their security framework remains future-proof and requires fewer resources to manage long-

term. 
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